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A Review of Analysis and Control of Cyber Physical Distribution System

LI Xiao'*3, LI Manli"->3, NI Ming"23
(1. NARI Group Corporation (State Grid Electric Power Research Institute), Nanjing 211106, China; 2. NARI Technology Co. Ltd., Nanjing
211106, China; 3. State Key Laboratory of Smart Grid Protection and Control, Nanjing 211106, China)

Abstract: With the widespread application of advanced information and communication technologies in distribution networks, the
distribution networks have become increasingly stronger in terms of integration between the cyber side and physical side, and have
had the typical characteristics of cyber physical system. This paper analyzes the research status of the cyber physical distribution
system (CPDS) from the perspective of analysis and self-healing control. In terms of analysis, it summarizes and analyzes the
reliability assessment and risk assessment of CPDS, respectively. In terms of CPDS self-healing control, a review is made of the
traditional physical-side self-healing control and the cyber-physical collaboration. The progress and deficiencies of existing research
are analyzed. Finally, the future research directions of CPDS are predicted from four perspectives, including the CPDS architecture
under the background of ubiquitous power internet of things, the CPDS security analysis considering distributed generator, the self-
healing mechanism of the CPDS hybrid communication network, and the CPDS self-healing control system.

This work is supported by the National Key Research and Development Program of China (Basic Theories and Methods of Analysis
and Control of the Cyber Physical Systems for Power Grid, No. 2017YFB0903000), the National Natural Science Foundation of
China (Research on Cyber-Physical Security Theories and Active Defense Technologies for Smart Grids against Cyber-Attacks, No.
61833008), Science and Technology Program of State Grid Corporation of China (Research on Cooperative Situation Awareness and

Active Defense Method of Cyber Physical Power System For Cyber Attack).

Keywords: distribution network; cyber physical system (CPS); reliability assessment; risk assessment; self-healing control

21


http://dx.doi.org/10.7500/AEPS20130306014
http://dx.doi.org/10.7500/AEPS20130306014
http://dx.doi.org/10.7500/AEPS20130306014
http://dx.doi.org/10.7500/AEPS20130306014
http://dx.doi.org/10.7500/AEPS20130306014
http://dx.doi.org/10.7500/AEPS20130306014
http://dx.doi.org/10.7500/AEPS20130306014
http://dx.doi.org/10.7500/AEPS20130306014
http://dx.doi.org/10.7500/AEPS20130306014

