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ABSTRACT: In recent years, power systems present several
new features, including high penetration of renewables, power
electronic equipment integration, load diversity, and cyber-
physical interdependency. In addition, the security threats are
increasing, and the security situation of power grids becomes
severe. Based on the current development of the power grid in
China, this paper proposed a definition of “resilient power
grid.” A resilient power grid can comprehensively, quickly and
accurately sense the operation status, cooperate with the
internal and external resources of the power grid, proactively
anticipate and prepare for various disturbances, defend and
quickly restore critical loads, and learn to continuously
improve itself. This paper first introduced the meaning and
application of the term “resilience” and briefly summarized
concepts related to power system resilience. Then, resilient
power grid was defined and explained. Further, the meaning
and key features of resilient power grid and its relationship to
energy internet were clarified. Finally, research needs on

resilient power grids were discussed.

KEY WORDS: resilient power grid; energy internet; resilient
city

0

21

(1-2]

B4l 3

561 4



6774 40
[4] [24]
1.2
[10] 1
2009 -l
(
resilience
[11]
power ) 2013 21
grid resilience!'? [13] (PPD-21)
[14-15] [26] 2017
[27]
1 (28]
1 i 1 (X3 R
<7 2
B 2011 2015
el (resilient electricity networks
for Great Britain RESNET)
B9 2018
[17] B31]
[32]
[18] 3
2012
[19]
[33]
[20]
21-22
[ ] ( )
[23] [34]



21

6775

W 2015

1.3

2014

[40]

B3 2011

77 2015

»3[17]

9.0

[36-37]

»3[41]

[38]

(‘4R)1

[13]

2019

resilience

1.4

power grid resilience

5G

power grid



6776 40

[42] 1
A I
F(f
" ¥ o
i i
i i
1 1
A i | |
1 | : :
1 1 I 1
1 1 1 1
1 I 1 1
1 1 1 1
1 1 I 1
1 I 1 1
i | i :
Rpel-—mom o - | i |
: | | i i |
1 1 I 1 1 I
1 1 I 1 1 I
1 ! ! 1 1 L »
t te tpc [ tpr tic tpit
1
Fig. 1 Resilience curve of power grid under extreme events
4
1
2
2
/ 6
2
3 (

2 6
Fig.2 Relationship among six key characteristics of

resilient power grid



21

6777

2.2

[40]

2019

24

[43]
2.5

10

()



6778 40
3-2 ¥ 9 7 (¥ 7y
[46]5 »
2.6
[47]
( 6 )
3-3 (¥ 77 (X9 / 7
/ ¥
(48]
)
/ 3 /
[49]
3
3'1 ® & 9 (¥ 3 Y /
0
s & /
[2]
[44] »
/
/
[45]
)



21 6779

> [52]

[50]» = ce

E R s & +,’
> (2016  —2035
[51] [53] 2019
[54]
3.5 “* 7= 7z
(X3 /

1

Tab.1 Concepts related to resilience

[47]

[48] /

[50]

[52]




6780

40

4.1

4.2

4.3

0 N N kW N~

[J] 2017
4109) 2-11
Kang Chongqing Yao Liangzhong Key scientific issues
and theoretical research framework for power systems
with high proportion of renewable energy[J] Automation
of Electric Power Systems 2017 41(9) 2-11(in Chinese)

(1]
2017 37(1) 9-19
Lu Zongxiang Li Haibo Qiao Ying Flexibility evaluation
and supply/demand balance principle of power system
with  high-penetration  renewable electricity[J]
Proceedings of the CSEE 2017 37(1) 9-19(in Chinese)

[I] 2016 40(4) 985-991
Li Mingjie Characteristic analysis and operational control
of large-scale hybrid UHV AC/DC power grids[J] Power
System Technology 2016 40(4) 985-991(in Chinese)

[J] 2019
39(11) 3107-3118
Dong Xinzhou Tang Yong Bu Guangquan et al
Confronting problem and challenge of large scale AC-DC
hybrid power grid operation[J] Proceedings of the CSEE
2019 39(11) 3107-3118(in Chinese)

3] 2012 32(4) 1-10
Hu Zechun Song Yonghua Xu Zhiwei etal Impacts and
utilization of electric vehicles integration into power
systems[J] Proceedings of the CSEE 2012 32(4) 1-10(in
Chinese)
Walling R A Saint R Dugan R C etal Summary of
distributed resources impact on power delivery systems
[J] IEEE Transactions on Power Delivery 2008 23(3)
1636-1644

J] 2019 43(13) 9-20 53
Yang Ting Zhai Feng Zhao Yingjie etal Explanation



21

6781

and prospect of ubiquitous electric power internet of
things[J] Automation of Electric Power Systems 2019
43(13) 9-20 53(in Chinese)
[8]
[D] 2016
Gao Haixiang Optimization decision-making methods to

enhance the ability to cope with extreme disasters in

distribution systems using microgrids[D]  Beijing
Tsinghua University 2016
(9]
[3] 2016 40(7)

144-148

Tong Xiaoyang Wang Xiaoru Inference and
countermeasure presuppostion of network attack in
Automation of

144-148(in

incident on ukrainian power grid[J]
Electric Power Systems 2016  40(7)
Chinese)

[10] Xie Le CarvalhoPM S Ferreira LAFM etal Wind
integration in power systems operational challenges and
possible solutions[J] Proceedings of the IEEE 2011
99(1) 214-232

[11] ce »»

[N] 2020-06-04(3)

[12] Wang Jianhui Gharavi H Power grid resilience [scanning
the issue][J] Proceedings of the IEEE 2017 105(7)
1199-1201

[13]

[J] 2015 39(22)
1-9

Bie Zhaohong Lin Yanling Qiu Aici Concept and
research prospects of power system resilience[J]
Automation of Electric Power Systems 2015 39(22)
1-9(in Chinese)

[14] Wang Yezhou Chen Chen Wang Jianhui etal Research
on resilience of power systems under natural disasters—a
review[J] IEEE Transactions on Power Systems 2016
31(2) 1604-1613

[15] Panteli M Mancarella P The grid stronger bigger
smarter? presenting a conceptual framework of power
system resilience[J] IEEE Power and Energy Magazine

2015 13(3) 58-66

[16] [EB/OL] http://www.dacihai.com.cn/

[J] 2019 39(11) 1-7
JuPing Wang Chong Xin Huanhai etal Flexibility
Electric
1-7(in

resilience and toughness of power system[J]

Power Automation Equipment 2009 39(11)
Chinese)

[18] Bhamra R Dani S Burnard K Resilience the concept

a literature review and future directions[J] International

Journal of Production Research 2011 49(18) 5375-5393
[19] American Psychology Association The road to resilience
what is resilience?[EB/OL] 2011

helpcen-ter/road-resilience.spx

http://www.apa.org/

[20] Adger W N  Social and ecological resilience are they
related?[J] Progress in Human Geography 2000 24(3)
347-364

[21] Hamel G Vilikangas L The quest for resilience[J]
Harvard Business Review 2003 81(9) 52-63 131

[22] Lengnick-Hall CA Beck TE Adaptive fit versus robust
transformation how organizations respond to
environmental change[J] Journal of Management 2005
31(5) 738-757

[23] —

[ 2020(4) 70-79
Li Qiang Economic development and reaction under the
background of COVID-19 epidemic situation based on
the theory of economic resilience[J] Finance &
Economics 2020(4) 70-79(in Chinese)
[24]
[J] 2020(2) 85-96
Zhou Jiahao Xu Hong Building national resilience a
political phenomenological analysis of the history of water
control in New China[J] Tianfu New Idea 2020(2)
85-96(in Chinese)

[25] Smart Grid System Report[R] U.S. U.S. Department of
Energy 2009

[26] Presidential
security and resilience[R/OL]
Release 2013

office/2013/02/12/presidential-policy-directive-criticalinfr

policy  directive—critical infrastructure
White House Press

http://www.whitehouse.gov/the-press-

astructure-security-and-resil

[27] National Academies of Sciences Engineering Medicine
Enhancing the resilience of the nation's electricity
system[R] Washington DC The National Academies
Press 2017

[28] National Infrastructure Advisory Council A framework
for establishing critical infrastructure resilience goals[R]
U.S. Department of Homeland Security(DHS) 2010

[29] Cabinet Office
hazards and infrastructure[R] Environment 2011 100

[30] RESNET
Britain[R/OL]
resilient-electricity-networks-great-britain

[31] The ERP Working Group Members Future resilience of
the UK electricity
Partnership(ERP) 2018

[32] FERC(2018) grid reliability and resilience pricing

RM18-1-000)

regional transmission organizations and independent

Keeping the country running natural
resilient electricity networks for great

https://tyndall.ac.uk/projects/resnet-

system[R] Energy Research

(Document No and grid resilience in



6782

40

system operations(Document No.AD18-7-000)[R/OL]
https://www.ferc.gov/CalendarFiles/20180108161614-RM
18-1-000.pdf

[33] European Commission The EU approach to resilience
learning from food security crises[R] 2012

[34] Fulli G Electricity security models and methods for
supporting the policy decision making in the European
union[D] Turin Polytechnic University of Turin 2016

[35] Kobayashi Y Enhancing energy resilience challenging
tasks for Japan’s energy policy[R] Washington DC
Center for Strategic & International Studies 2014

[36] Marnay C Aki H Hirose K et al Japan's pivot to
resilience how two microgrids fared after the 2011
earthquake[J] IEEE Power and Energy Magazine 2015
13(3) 44-57

[37] Abbey C Cornforth D Hatziargyriou N etal Powering
through the storm microgrids operation for more efficient
disaster recovery[J] IEEE Power and Energy Magazine
2014 12(3) 67-76

[38] (R]
2015

[39] Ouyang Min
hurricane resilience assessment of electric power systems
[J] Structural Safety 2014 48 15-24

[40]

Duefnias-Osorio L Multi-dimensional

[J] 2020 40(9)
2735-2744
Bie Zhaohong Lin Chaofan Li Gengfeng et al
Development and prospect of resilient power system in the
context of energy transition[J] Proceedings of the CSEE
2020 40(9) 2735-2744(in Chinese)

[41]
[J] 2015 39(23) 1-8

Gao Haixiang Chen Ying Huang Shaowei et al
Distribution systems resilience an overview of research
progress[J] Automation of Electric Power Systems 2015
39(23) 1-8(in Chinese)

[42] Panteli M Mancarella P The grid stronger bigger
smarter? presenting a conceptual framework of power
system resilience[J] IEEE Power and Energy Magazine
2015 13(3) 58-66

[43]

[J] 2019 43(19)
9-23 51
Liu Quanying Li Jun'e Ni Ming et al Situation
awareness of grid cyber-physical system current status
and research ideas[J] Automation of Electric Power
Systems 2019 43(19) 9-23 51(in Chinese)
[44] (
M] 3 2014

Editorial Board of China Electric Power Encyclopedia
China electric power encyclopedia [M] 3rded Beijing
China Electric Power Press  2014(in Chinese)

[45] (]

2001 25(17) 53-56
Guo Yongji Reliability of power systems and power
equipment[J] Automation of Electric Power Systems
2001 25(17) 53-56(in Chinese)
[46] (

)M] 1998 3072
Editorial Department of Encyclopedia of China Publishing
House Encyclopedia of China(condensed version)[M]
Beijing Encyclopedia of China Publishing House 1998
3072(in Chinese)

[47] Zhang Xi Tse C K Assessment of robustness of power
systems from a network perspective[J] IEEE Journal on
Emerging and Selected Topics in Circuits and Systems
2015 5(3) 456-464

(48]

[J] 2016 40(13)
147-158
Lu Zongxiang Li Haibo Qiao Ying Power system
flexibility planning and challenges considering high
proportion of renewable energy[J] Automation of Electric
Power Systems 2016 40(13) 147-158(in Chinese)

[49]
[3] 2014 38(6) 1569-1576

Xiao Dingyao Wang Chengmin Zeng Pingliang et al
A survey on power system flexibility and its evaluations
[J] Power System Technology 2014 38(6) 1569-1576(in
Chinese)

[50]

[J] 2017 47(2) 149-170
Zhou Xiaoxin Zeng Rong Gao Feng et al Development
status and prospects of the energy internet[J] SCIENTIA
SINICA Informationis 2017 47(2) 149-170(in Chinese)

[51]

[J] 2015 39(19) 1-8
Sun Hongbin Guo Qinglai Pan Zhaoguang Energy
internet concept architecture and frontier outlook[J]
Automation of Electric Power Systems 2015 39(19)
1-8(in Chinese)

[52] [EB/OL] http://www.rencity.zju.edu.
cn/28931/listm.htm
Resilient urban theory framework[EB/OL] http://www.
rencity.zju.edu.cn/28931/listm.htm(in Chinese)

[53] (2016 -2035

)R] 2017
The People’s Government of Beijing Municipality Beijing
urban master plan(2016-2035)[R] 2017(in Chinese)



21 6783

[54] [R] Shanghai[R] 2019(in Chinese)
2019 A
Shanghai Municipality People’s Government The 1.2
working measures of urban safety development in Al
Al

Tab. A1 Foreign definitions of resilient power grid

The term "resilience" means the ability to prepare for and adapt to changing conditions and withstand and recover rapidly from

disruptions. Resilience includes the ability to withstand and recover from deliberate attacks, accidents, or naturally occurring threats or

incidents 2.

A resilient system is one that acknowledges that large outages can occur, prepares to deal with them, minimizes their impact when they

do occur, is able to restore service quickly, and draws lessons from the experience to improve performance in the future '),

The ability of assets, networks, and systems to anticipate, absorb, adapt to and/or rapidly recover from a disruptive event *°).

The ability to withstand and reduce the magnitude and/or duration of disruptive events, which include the capacity to anticipate, absorb,

adapt to, and/or rapidly recover from such an event *%,

Resilience is the ability of an individual, a household, a community, a country or a region to withstand, to adapt, and to quickly recover

from stresses and shocks 1*3).
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In recent years, power systems present several new
features, including high penetration of renewables,
power electronic equipment integration, load diversity,
and cyber-physical interdependency. In addition, the
security threats are increasing, and the security situation
of power grids becomes severe. Based on the current
development of the power grid in China, this paper
proposes the definition of “resilient power grid”.

A resilient power grid is the one that can be
comprehensively, quickly and accurately aware its
operational situation, coordinate internal and external
resources, proactively anticipate and prepare for various
disturbances, defend against disturbances, restore critical
loads promptly, and continuously improve itself.

The above definition gives the six key features of a
resilient power grid, including (1) situation awareness,
(2) coordination, (3) preparation, (4) defense and
resourcefulness, (5) fast restoration and (6) self-learning.
The relationship among the six key futures is shown in
Fig. 1.

Situation awareness refers to the ability to sense the

operation status of the power grid comprehensively,

quickly and accurately, predict the future operation
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Fig. 1 Relationship among six key characteristics of

resilient power grid

S1

situation of the power grid, and give early warning of
potential risks. Coordination refers to the ability of the
power grid to coordinate internal and external resources
to cope with disturbances, including coordination of
transmission and distribution grid, coordination of
source-network-load-storage, coordination of power
grids and other critical infrastructures, and coordination
of energy brains and urban operation brains. Preparation
refers to the ability of the power grid to proactively
predict the impact of an event before an accident,
formulate a plan, and take preparatory measures to deal
with disturbances. Defense and Resourcefulness refers to
the ability to take active defense measures to reduce the
impact of the event during the dynamic development of a
disturbance. Fast Restoration refers to the ability to
promptly activate emergency recovery and repair
mechanisms after the normal function of the power grid
destroyed, to ensure the continuous power supply of
critical loads, and to quickly restore the power grid to a
normal state. Self-learning refers to the ability to gain
experience from historical events or serious power
outages experienced by self and other power grids, and
to continuously integrate emerging technologies to
achieve self-improvement.

This paper also clarifies the relationship between

resilient power grid and energy internet. Finally, the needs

of researches on resilient power grids are discussed.



