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Fig. 1 Data security risk decision-making diagram for
energy Internet
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4. if A= B then
5. C «C—{ci};
6. endif
7. end for
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.return C’;
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¥ N . Pop, popSize, maxGen, Py, Py, P, P,
0,a,6,x;

#r i . bestFunction;

1. Pop « InitPop(popSize, Data);

2. f« CalFit(Pop, popSize);

3. Pop « PG —-NGEP(f, Pop, popSize, maxGen,Ps,
Py, P, P, 6) ;

4. f « CalFit(Pop, popSize);

5. fmax < max(f);
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6. fuvg — AVe(P);

7. while gen < maxGen do

8. Pop « Select(P;s,Pop);

9. Pop < Mutate(AAMP — PD(finax, fave, @5, X),
Pop);

10.  Pop < ISTransposition(P;, Pop);

11.  Pop < RISTransposition(P;, Pop);

12. Pop < GeneTransposition(P;, Pop);

13.  Pop < OnePointRecombination(P;, Pop);

14.  Pop < TwoPointRecombination(P,,Pop);

15.  Pop < GeneRecombination(P,,Pop);

16.  f « CalFit(Pop, popSize);

17.  fmax < max(f);

18, fug — ave(f;

19. end while

20. return bestFunction
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SLIG S 15 o4 Winl0 + Eclipse 3.2+Javal.8.
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Table 1 Data security risk element set of power grid business system
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Bt (Ops) , HASRFA (Oy)

L (0,) BAERG LA (05) , Bigi. BidREeiiit (0s,) , Ll (0s5;) , Bl (0s,) , EVUREERF
(0ss) , FridAHH (O05)

N (0y)  FHUINARE (On) , 2GR (Oh) , BHEM (04) . HPEIELZEHY (O4)
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Table 2 Description of experimental dataset
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Table 4 Description of experimental dataset

ERET AN FRIEERRAE
FSDSRF-RS 011, O4, Osz6, O41,Osp
PCA —
MI O11, O13, O, O15, O3, O, Oy, O33,
O42, 043, Ouq
e O13, O14, O15, Oz1, O3, O, Og,
031, O36, O41, Op
VR O11, Oz, O13, Oi5, O21, Oy, O34, O3

" I E PSR .
EER L tmozame tmCzRAm
HEANEO FHAED)
TrainRData
RData 21 3 30
TestRData

(1) SE8 1. &FXF 3R 2 45 i 0 55 50 5 i
i, £ 341 FSDSRF-RS . F W4 40 #r ik
( principal component analysis, PCA ) . H.{5 Bk
( mutual information, MI) . BEMLARM ( random
forest, RF ) LA K J7 2214 3§ ( variance threshold, VR )
PEAT FRAE £ HT S A m A BUE AL . K4 R
B3 3 R R IR SRR R R S AR

ML TUUE N, SRIEEPERAHLL, T
FSDSRF-RS 51k i AR LE 158 5 19 4% 1 a8 M A~ 00
BT 76.19%. 5 PCA (15 B & RAF 65%,
95% #198% ) , MI, RF LK VREEAMLL, KT
FSDSRF-RS 5 1 i FF fiE 2E £ 5 19 2% 74 )& P A B0or
Ak A>T 28.57%, 66.67%, 70.59%, 54.55%,
50%, 37.5%. MRl WL, XS 2 B R B SR
%, FSDSRF-RS Bk A MK . RN, MK 4
AP LLE Y, FRIEERESS . FSDSRF-RS Fl MI 58k

*x3 EToMEEINBEEENEEGRERENBETL

Table 3 The number of conditional attributes before and

after feature selection based on FSDSRF-RS,
PCA, M|, RF and VR

el S ol A ol S I = M i O R A
FSDSRF-RS 57 Ut 4 B3 1 4% 14 1k rh 42 i i 7E 2
T RF FRAEZEFE A 45 R, 3 o Ul W3 AN [ 14 43 AiE
TE BRI T DL BE B X B 22 4 KU S U i
KL AR s T PCA BT )@ T HRAF B £k v 4l
HE, FT PCA WFFIF BE R 25 AR A 1 4%
PEIE A, iR A SRR Z A

(2) S22, FESCH 1 AMFERE |, S XF 21
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5 v DSRR-HGEP I Z 80Nk 5 fron . Bl 24 T
EE S WL, RROEEE AT S M Re TR 15 B
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Table 5 Parameters of DSRR-HGEP

FEAE SRR IR AP IS R AR5 I A5 1 I

AR o .
" HEAB (e

FSDSRF-RS 21 5

PCA (¥ (5B RIAE . ;
65%i15)

PCA (7 Bt IR A7 . 5
95%115 )

PCA (5B RIAE . .
98%i15)

MI 21 11

RF 21 10

VR 21 8

PR +¥/SCT || A& 0.3
AFEAE X0, X1,X2, X3, X4 || PSS W 0.3
R PR + Gene3d XLH 0.1
EFAEL 3 WENLERRAL fi = Zn;(lOO— |Pij=TjD
=
ESPSN 9 BT 30000
i F AN 5000 5 0.5
AR 0.044 a 3.0
ISHliHR R 0.3 B 0.27
RISH Hp R 0.3 X 0.65
Genefffi % 0.1
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Fig. 2 Comparison of the difference between the optimal
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after feature selection
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Fig. 3 Time-consuming comparison of data security risk
identification function mining to obtain the optimal solution
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Application of Formal Methods in Power Grid Cyber Physical Systems

HUANG Li'?, LTANG Yun!?, HUANG Hui'2, ZHAO Ruohan?
(1. Global Energy Interconnection Research Institute Co., Ltd., Beijing 102209, China; 2. Laboratory of Electric Power Intelligent Sensing
Technology and Application, Beijing 102209, China; 3. State Grid Electric Power Research Institute, Nanjing 210032, China)

Abstract: The embedded terminals in the power grid cyber physical systems need to not only have the ability of information
interaction, but also meet the real-time requirements of measurement and control under resource constraints. It is necessary to
introduce formal methods to verify the reliability of complex systems with large scale. This paper analyzes the application of formal
methods in power grid cyber physical systems, designs and realizes a formal method and model checking software tool for analyzing
the information interaction process of embedded system in the power grid cyber physical systems. The application process of the
model checking tool is analyzed in detail through a practical case, and the application results show that the formal method can
shorten the distance from high level design to code implementation and improve the reliability of the products. The model checking
software tool can provide a reference solution to the reliability assurance problem caused by the rapid increase of embedded devices
in terms of scale and complexity.

This work is supported by the National Key Research and Development Program of China(Basic Theories and Methods of Analysis
and Control of the Cyber Physical Systems for Power Grid, No.2017YFB0903000).

Keywords: power grid cyber physical systems; formal method; resource constraints; information interaction; model checking
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Data Security Risk Recognition Algorithm for Energy Cyber Physics System
Based on Function Mining

DENG Song!, CAI Qingyuan', GAO Kunlun?3, ZHANG Jiantang!, RAO Wei??, ZHU Lipeng??

(1. Institute of Advanced Technology, Nanjing University of Posts and Telecommunications, Nanjing 210023, China; 2. Global Energy
Interconnection Research Institute Co., Ltd., Beijing 102209, China; 3. Artificial Intelligence on Electric Power System State Grid
Corporation Joint Laboratory (GEIRI), Beijing 102209, China)

Abstract: Data security risk assessment is essential for the safe and stable operation of energy cyber physics system (CPS). The
existing data security risk analysis from the perspective of secondary equipment and information cannot meet the requirements for
extensive energy access as well as energy and information interaction between various energy sources in the energy CPS. Firstly, a
feature selection algorithm for data security risk elements based on rough set (FSDSRF-RS) is proposed to select the data security
risk feature sets in the energy CPS, consequently reducing the dimensions of the data security risk element sets of the energy CPS.
And then, a data security risk recognition algorithm for energy cyber physics system based on hybrid gene expression programming
(DSRR-HGEDP) is proposed. In the DSRR-HGEP, a niche-based population generation strategy and a dynamic adaptive mutation
probability adjustment strategy are designed to improve the accuracy and efficiency of data security risk identification. Simulation
and experimental results show that the proposed algorithm in this paper has a high recognition and prediction accuracy for the
complex and high-dimensional data security risk sets in the energy CPS, and can provide a theoretical support for formulating data
security protection strategies of the energy cyber physical system in the future.

This work is supported by the National Natural Science Foundation of China (Data Tolerance Intrusion Assessment and Reliable
Storage for Energy Internet under Cyber Attacks, No0.51977113, Data Transmission Optimization and Intelligent Filtering
Mechanism for Active Distribution Network, No.51507084).

Keywords: gene expression programming; rough set; feature selection; risk recognition; energy cyber physics system
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