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Fig. 2 Failure evolution of active distribution network
cyber-physical system
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Fig. 4 Cyber risk sources of active distribution networks
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network cyber-physical system
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Cyber-Physical Risk Evolution Analysis of Active Distribution Network under
Feeder Control Error

WENG Jiaming, LIU Dong, AN Yu, YIN Haoyang, HUANG Zhi, QIN Han
(Key Laboratory of Control of Power Transmission and Conversion, Ministry of Education, Shanghai Jiao Tong University, Shanghai
200240, China)

Abstract: In the active distribution network cyber-physical system exists a strong coupling relationship between the cyber system
and the physical grid. Under the complex cyber-physical interaction, the cyber system anomalies or failures will directly affect and
reduce the operation level of the power grids, and even cause serious cascading failures. Compared to the traditional power system,
the risk incentives of the power cyber-physical system are more diversified, the interaction mechanisms are more complicated, and
the identification are more difficult. The power system cyber-physical security risk has become one of the fundamental issues in the
power system operation. By taking the active distribution network as an example, we establish a risk transfer model for active
distribution networks under cyber-attacks to reveal the evolution mechanism of failures in the distribution network cyber-physical
system. Finally, a simulation case study is carried out with DIgSILENT to verify the correctness of the proposed model, and some
suggestions are proposed on how to prevent cyber-side risks in the future distribution network and improve the level of security risk
protection.
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