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ABSTRACT: With the goal of "Peak Emission and Carbon
Neutrality" and building new power system with renewable
energy as main body, energy technology and digital technology
are further integrated, and the power grid is accelerating its
evolution towards the energy internet. The construction of the
energy internet and its digital twin system has put forward
higher requirements for the IoT technology, and greatly
expanded the connotation and extension of the IoT. This paper
focused on how to build a power IoT for the digital twin system
of energy internet, analyzed two major scientific problems:
physical-digital fusion modelling and collaborative interaction
of grid resources, proposed a power IoT architecture and
security defense mechanism, and investigated the key support
technologies at multiple levels. The key supporting
technologies were studied, including accurate sensing and
efficient communication, high concurrent access and massive
data management, fusion modelling and evolutionary
convergence, etc. Finally, the typical applications of power
business intelligence supported by power IoT were prospected

from three aspects: equipment, grid and users.
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Fig.1 Key scientific issues of the power internet of things
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Fig. 2 Architecture of power internet of things
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Fig. 4 Research scheme of power network autonomous intelligent control based on deep reinforcement learning
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With the goal of "Peak Emission and Carbon
Neutrality" and building new power system with
renewable energy as the main body, energy technology
and digital technology are further integrated, and the
power grid is accelerating its evolution towards the
energy internet. The energy internet, with electricity as
its core, includes a variety of energy production,
transmission, storage and consumption networks, with
complex structures, a wide range of equipment and
complex technologies, and has typical non-linear
stochastic characteristics and multi-scale dynamic
features. The digital twin system can provide a massive
simulation and evaluation environment for the
mechanism model, and combine with a data-driven
approach to complement the mechanism model in terms
of situation prediction, parameter identification and
non-linear fitting.

The power IoT is an important supporting
technology for building the digital twin system of the
energy Internet, providing a digital and intelligent basis
for precisely building the digital twin system of the energy

Internet in virtual space, and is a concrete practice of

Internet technology in the field of energy and electricity.

However, with the large-scale grid connection of
new energy sources, the increase of electric vehicle
ownership and the massive access of new energy-using
facilities, there are still many technical challenges to the
further development of the Internet of Things for
electricity.

To address these challenges, this paper analyses the
two major scientific issues facing the IoT: physical-
digital fusion modelling and grid resource interaction,
proposes an architecture and security defense mechanism
for the IoT, and investigates the multi-level "end-edge-
management-cloud-intelligence", as shown in Fig.1. The
key supporting technologies, including accurate sensing
and efficient communication, high concurrent access and
massive data management, fusion modeling and
convergent evolution are studied. Finally, the typical
applications of grid business intelligence under the
support of IoT from three aspects: equipment, grid and
users, providing theoretical guidance and path reference

for the construction of power IoT.
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Fig. 1 Architecture of power internet of things



