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ABSTRACT: With grid modernization in distribution systems
(DSs), physical components and cyber systems are tightly
integrated. This cyber-physical integrated power system is
more vulnerable in the events of disasters. Communication
failures may degrade the monitoring and control functions of
cyber-physical DSs during disasters, thus restricting their load
recovery capability. Therefore, the recovery of communication
network is essential for the post-disaster load recovery in DSs.
Based on the ring network structure and the software defined
networking (SDN) technology, this paper proposes a cyber-
physical integrated recovery scheme for DS communication
networks and DS load. The first step of this scheme recovers
the post-disaster DS communication network, and then controls
the topology of the DS to establish microgrids with distributed
generators (DGs) as their power sources. To speed up the
computation of the scheme, a heuristic computation method is
also presented. The IEEE 33-node and IEEE 123-node test
systems are used to verify the effectiveness and benefits of the

proposed method.

KEY WORDS: cyber physical power system; distribution
system restoration; software defined networking; cyber

physical integration; microgrid formation
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Table 6 IEEE 123-node load weight coefficients
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Table 7 Final communication network state in the four algorithms for the IEEE 123-node case
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Fig. 12 Load recovery structure diagram of the four algorithms for the IEEE 123-node case
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Table 8 Load recovery results and computation time of
the four algorithms for the IEEE 123-node case
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The distribution
networks are vulnerable to disasters, and in most cases

system (DS) communication

they are spatially bounded with power DS, resulting in
simultaneous damage. The existing DS post-disaster load
restoration research work often fails to consider or
idealize a DS’s communication infrastructure as intact,
which differs from the actual scenario.

Based on the ring network structure and software
defined networking (SDN) technology, this paper

proposes a recovery scheme for communication
networks of DSs as well as load recovery optimization.
The integrated restoration scheme could take advantage
of limited communication resources to recover the
communication network on the purpose of better load
recovery. A branch may have an initial state of openness
or closure so that the communication recovery demand
differs in the DS restoration control process. Fig. 1

illustrates the above situation.

Communication

Communication

Main
station

Main
station

& o

N S
o ot .
o et

Protection and
measuring devices

o

Protection and
measuring devices

Closing
command

Closing
command.

Opening
command

(i) by

oad, Bioaay

Branch protection
tripping

(a) Minimum communication requirements for branch closure (b) Minimum communication requirements for line tripping
Fig. 1 Integrated relationship between branch control and
communication state in load recovery

the
constraint, the post-disaster DS restoration problem can

According  to cyber-physical integrated

be formulated as a mixed-integer linear programming
(MILP) model which can be solved by the off-the-shelf
mathematic solvers. When solving the above model by
the communication

using a mathematical solver,

S3

recovery process is computationally intensive and
time-consuming. Then it is hard to quickly provide a
recovery plan for DS after a disaster. In addition,
deploying a mathematical solver into the network
controller does not have an economical advantage.
Therefore, to ensure the real-time and economic
efficiency of the recovery scheme, this paper proposes a
heuristic algorithm based on the above MILP model to
solve it (in Fig. 2).
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Fig.2 Flowchart of heuristic microgrid formation
algorithm in distribution system load recovery process
IEEE 33-node and IEEE123-node test systems are
used to verify the effectiveness and benefits of the
proposed method. The calculation results indicate that
the applying
algorithm improves the DS resilience in cyber-physical

cyber-physical integrated restoration

integrated events.



