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ABSTRACT: Fast and accurate power system disturbance
detection can provide effective guidance information for
subsequent disturbance analysis, and the wide area
measurement system (WAMS) is widely used to provide a
powerful data base for disturbance detection. Based on PMU
measurement data, this paper proposes a disturbance event
detection method considering PMU bad data. First, the
behavioral characteristics of PMU abnormal data are analyzed
to reveal the differential characteristics of disturbance events
and PMU bad data. Furthermore, a PMU abnormal data initial
screening method based on the combination of differential
Teager-Kaiser energy operator and 3Sigma criterion is
proposed to avoid the problems of low intensity disturbance
miss detection and repeated detection of disturbances. Then,
the dynamic time warping and the maximal information
coefficient are used to calculate the spatio-temporal similarity
among different PMUs and the correlation among different
measurements within the same PMU, respectively. And it is
used as features to characterize the differences of disturbance
events and PMU bad data. Finally, the obtained comprehensive
metrics are analyzed by a local outlier probability algorithm to
achieve accurate detection of disturbance events in scenarios
containing PMU bad data. Based on the IEEE 39 system, the
actual grid model and the filed PMU data, the proposed method
is verified to have good accuracy, real-time and generalization

capability.
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Table 2 Disturbance false detection rate of

different methods for increased levels of bad data %
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Fast

detection can provide effective guidance information for

and accurate power system disturbance

subsequent disturbance analysis, and the wide area
measurement system (WAMS) is widely used to provide
a powerful data base for disturbance detection. However,
the existence of PMU bad data will make the existing
disturbance event detection methods misjudge, which
will seriously affect their guiding significance in
subsequent disturbance identification, location and
control measures.

To solve this problem, a disturbance event detection
method considering PMU bad data is proposed. Firstly,
the behavioral characteristics of PMU abnormal data are
analyzed to reveal the differential characteristics of
disturbance events and PMU bad data. Furthermore, a
PMU abnormal data initial screening method based on
the combination of differential Teager-Kaiser energy
operator and 3Sigma criterion is proposed to avoid the
problems of low intensity disturbance miss detection and
repeated detection of disturbances. Then, the dynamic
time warping and the maximal information coefficient
are used to calculate the spatio-temporal similarity
among different PMUs and the correlation among
different the PMU,
respectively. And use it as features to characterize the
differences of disturbance events and PMU bad data.
Finally, the obtained comprehensive metrics are analyzed

measurements  within same

by a local outlier probability algorithm to achieve
accurate detection of disturbance events in scenarios
containing PMU bad data. The detailed steps of the
proposed method are as follows.

Step 1: Analysis of the dTKEO responses of N
PMUs using the 3Sigma criterion, and the initial
screening of PMU data anomalies is realized.

Step 2:
measurement

the PMU
amplitude

When anomalies occur,

frequency and voltage
corresponding to the maximum 5 (top-5) dTKEO
responses are selected to calculate the spatio-temporal
similarity vector and the measurement correlation vector.

The above combination is used as the input to LoOP to

S2

obtain the PMU measurement anomaly score with the
maximum dTKEO response.

Step 3: If the PMU measurement with the maximum
dTKEO response at the moment of data anomaly is
identified as anomaly, it is bad data. Otherwise, the mean
value of the frequency measurement data in the data
window is used to determine whether a disturbance event
or a PDC error occurs.

Based on IEEE 39 bus system, eight kinds of
disturbances related to active power are analyzed. It
includes three-phase short circuit (3-¢ Flt), single- phase
ground fault (¢ g Flt), generation loss (GL), load switch
off (L-off), load switch on (L-on) , shut capacitor switch
off (SC-off), shut capacitor switch on (SC-on) and line
trip (LT).

Table 1 and 2 show the false detection rate and
missed detection rate of the different methods under
different levels of bad data. From the table, compared
with other methods, the proposed method has a lower
false detection rate (FDR) when bad data are present,
and a lower miss detection rate (MDR) when the
percentage of bad data is greater than 5%.

Table 1 Disturbance false detection rate (%) of

different methods for increased levels of bad data

Bad data levels FDR

Methods o
0% 5% 10% 15% 20% Deviation

LOF 3.78 5.40 7.92 11.90 16.588 4.63

MVEE 4.51 5.83 8.51 11.61 16.08 4.17

DW+DAE 1.28 2.49 441 7.33 11.246 3.59

Proposed 98.34 98.16 97.83 9748  96.97 0.49

Table 2 Disturbance missing detection rate (%) of

different methods for increased levels of bad data

Bad data levels MDR
Methods
0% 5%  10%  15%  20% Deviation
LOF 173 453 577 802 13.60 3.99
MVEE 3.04 485 728 784 1280 3.30
DW+DAE 128 178 253 311 528 1.39
Proposed 1.67 2.08 242 2.77 3.25 0.54
Therefore, the proposed method has higher

robustness to bad data and can accurately detect
disturbance events in PMU measurements that contain a
high percentage of bad data.



